Data transparency
How we’re keeping you safe from fraud

The main current account providers have agreed to publish information about their approach to fraud prevention.
The information included here is provided on a voluntary basis and comparative data can be found on the FCA’s website

What is the Barclays approach
to Fraud Prevention?
We’re committed to protecting you from fraud,
making it easy to use our services and keeping
you fully informed when it matters.
To do this, we’re pledging to deliver flexible,
world-class fraud detection and prevention
capabilities to keep you and your money secure.
If you’re a victim of fraud, we’ll do everything we can
to get you back up and running as quickly as possible.
In the meantime, if you need advice, our dedicated
teams are here to help 24/7.
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How do we protect you?

Our fraud detection systems monitor transactions and payments in
real time. So if something looks suspicious, we can get in touch with
you quickly and take steps to protect your account straightaway.

We work with external companies to make sure
your contact details are genuine, before we use
them to check a transaction with you.

By participating in wider schemes
like CIFAS and National Hunter, we’re
combatting fraud across the industry.

Our dedicated Fraud teams are here to
talk about your account 24/7.

We train our branch colleagues to identify
when a customer could be a victim of a scam.
We also keep our colleagues in specialist
areas up to date with the latest fraud trends.

If you accept Cookies (or similar technologies), we’ll use them to help
us track your normal behaviour when you use Online Banking. This helps
us spot if a fraudster has accessed your account. This data is used strictly
in compliance with our legal rights and obligations in order to protect your
privacy and information.

If you’ve activated texts and letters from us,
we’ll use them to tell you when any changes
are made to your account.

When you make payments online or on your mobile, our
timely warning messages will check you’re confident that
you’re sending money to a genuine payee.

If we’re told that your card details have been compromised
because of a data breach at another company, we’ll get
in touch to arrange a replacement card. You’ll still be
able to use your card until the new one arrives, and if
any fraudulent activity occurs in the meantime, you’ll be
covered by our fraud guarantee.
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Industry initiatives
To support the prevention of fraud across the industry, we:
•

Help fund the Dedicated Card and Payment Crime Unit (DCPCU). This is a unique, proactive police unit fully
sponsored by the cards and banking industries. It investigates, targets and, where appropriate, arrests and
seeks successful prosecution of offenders responsible for card, cheque and payment fraud crimes

•

Are members of UK Finance and actively participate in all Industry Fraud initiatives

•

Are members of CIFAS and National Hunter

•

Share fraud intelligence with law enforcement and other organisations, to protect you and your account

•

Support the national Take Five campaign – it offers straightforward, impartial advice to help you protect
yourself from preventable financial fraud. By pledging the Take Five voluntary code, we’re also committed
to meeting its minimum standards

•

Participate in the Banking Protocol, which helps stop you being targeted by fraudsters and rogue traders.
It does this by letting our branch colleagues contact police if they suspect you’re in the process of being
scammed, with an immediate priority response to the branch

•

Will work with other banks to recover your money, if you’ve been defrauded

•

Signed up to Contingent Reimbursement Model (CRM) code. The is a voluntary code introduced in May 2019
to help prevent Authorised Push Payment (APP) scams and better support the victims of APP scams.

•

Collaborate with victim support to help any customer who’s upset or distressed because they’ve been
a victim of fraud or a scam, and any customer who wants advice on how to protect themselves from fraud
or scams

•

Collaborate with the Metropolitan Police on The Little Book of Big Scams which you can find at met.police.uk
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How and when we would contact our customers
If we suspect fraud on your account, we’ll get in touch by phone, text or letter. You should always take
the necessary steps to make sure you’re talking to someone genuine – but if you’re suspicious of who’s
calling, use our website’s phone number checker at barclays.co.uk/digisafe/phone-number-checker.
One-time passcodes

Text alerts

Our in-app notifications

When we contact you, we’ll send a unique code to the
mobile number you gave us to make sure it’s really you.

If we notice something suspicious or need to get in touch
with you, we may send you an alert by email or text.
If it’s a text, it’ll be from Barclays.

When you download the Barclays app, we’ll send you
push notifications and reminders of the current fraud
trends to keep you up to date.

The text will say exactly what the code is for, like creating
a new payee or verifying an online transaction. You
shouldn’t share this with anyone apart from one of our
colleagues. If someone asks you for the code for a reason
other than what’s stated in the text, don’t answer them.
If you get a one-time passcode you’re not expecting, call
our customer service team straightaway on 0800 400 100.

While we may ask you to reply, we’ll never
•

Include a link to a login page

•

Ask for your complete security number, password,
or card number

•

Ask you for answers to your security questions

If you’re not sure whether a text or email
is genuine, call us on 0800 400 100
or (+44) 2476 842 099.
If you need to update your phone
number, log into the Barclays app
or Online Banking, or call us on
0800 400 100.
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Fraud education
Being a victim of fraud can leave you feeling unsettled
and uncertain about what’s next, which is why
our highly trained Fraud team are here for you 24/7.
Learn more about how to prevent fraud at
barclays.co.uk/digisafe.

•

To read about the most common scams and how to spot them,
go to barclays.co.uk/digisafe/types-of-scams

•

Brush up on your knowledge and take our quiz at
barclays.co.uk/digisafe/digitally-safe-quiz.

•

Our specialist fraud area includes education centres with fraud
awareness roadshows, to give you face-to-face tips on how to
identify fraud and keep yourself safe.

•

Follow our social media accounts for tips on how to keep digitally safe.

•

Discover The Little Book of Big Scams – it comes in digital and printed
formats, and is always available for you to use.
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How and when can our customers contact us?
If you think there’s been fraud on one of your accounts or cards,
please get in touch with us straightaway.
Head to barclays.co.uk/digisafe/reporting-fraud to find the numbers
you need and the next steps to take.
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